NHO®OPMAIMOHHAS MAMATKA JUISI OBYYAIOIIMXCS

C KaXIbpIM rOJIOM MOJIOJICKH B MUHTEPHETE CTAHOBHUTCS OOJIBIIE, a IITKOJIbHUKN
OJIHM W3 CaMbIX aKTHBHBIX IIOJIb30BaTeiie PyHera. Mexay TeMm, ITOMHMO
OTPOMHOTO KOJHMYECTBA BO3MOXKHOCTEH, HMHTEPHET HECeT M IMpoOJieMbl. ITa
IMaMsITKa JOJDKHA IIOMOYb TeOe O€30IMacHO HaXOQUTHCS B CETH.

KomrmibroTepHbie BUPYCHI

KoMrbroTepHblii BHPYC - 3TO Pa3HOBHUJIHOCTh KOMIIBIOTEPHBIX IPOrpPaMM,
OTJIMYUTEIBHOU 0COOCHHOCThIO KOTOPOU SIBISIETCSI CIOCOOHOCTh K Pa3MHOKEHUIO.
B nonosHeHue K 3TOMY, BUPYChl MOTYT MOBPEIUThH WM MOJHOCTHIO YHHUUTOXKHUTH
BCe (pailyibl U JaHHBIE, MTOJJKOHTPOJIBHBIE TI0JIB30BATENI0, OT UMEHH KOTOPOTO ObLia
3amylieHa 3apa)X€HHas MporpamMma, a TakkKe MOBPEIUTh WU JaXe YHUUYTOXKUTH
OTIEpallMOHHYI0 CHCTEMY CO BceMu (aimamu B 1eJoM. B OOJbIIMHCTBE cllydaeB
pacrpoCTPaHSAIOTCSA BUPYCHI YEPE3 UHTEPHET.

METOJIbI 3AIIIMTEI OT BPEJOHOCHBIX ITIPOT'PAMM:;

1. Ucnonb3yit cOBpeMEHHBIE ONEPAIlMOHHBIE CUCTEMbI, UMEIOIINUE CEPhE3HBIN
YPOBEHB 3aIIUThI OT BPEIOHOCHBIX MPOTPAMM;

2. TlocrosiHHO ycTraHaBnuBal ma4yTu (IUGpPOBBIE 3aIUIaTKH, KOTOPbIE
aBTOMATHUYECKH YCTAHABJIMBAIOTCA C IEJbI0 JOPAOOTKM MPOrpamMMbl) U ApPyTHe
OOHOBJICHUS CBOEW omepanMoHHOW cuctembl. CkauMBail WX TOJBKO C
opurmanpHoro  caiita paszpaborumka OC. Ecnum cymectByeT — pexum
aBTOMATHYECKOTO OOHOBJICHUS, BKIIFOUH €T0;

3. PabGoraii Ha cBoeM KOMIBIOTEPE IO TMpaBaMH TIOJB30BATElNsA, a HE
aIMUHUCTpATOpa. OJTO HE IMO3BOJUT OOJBIIMHCTBY BPEAOHOCHBIX MPOrpaMm
MHCTAJUIMPOBATHCSI HA TBOEM MEPCOHATBLHOM KOMITBIOTEPE;

4. Hcnonb3yil aHTUBHPYCHBIE TIPOTPAMMHBIE TIPOJAYKTHI  M3BECTHBIX
MPOU3BOJIUTEIICH, C aBTOMATUYECKUM OOHOBJICHUEM 0as3;

5. Orpannub PU3NYECKUN TOCTYI K KOMITBIOTEPY ISl TOCTOPOHHUX JIUIL;

6. Vcnonp3yii BHENIHUE HOCUTENH WHGOpMAIMK, Takue Kak (Jerika, JUCK
uiu (haitsl U3 MTHTEPHETA, TOJIBKO U3 MPOBEPEHHBIX UCTOYHUKOB;

7. He oTkpbiBall KOMIbIOTEpHbIE (alibl, MOJTYYEHHbIE W3 HEHAJEKHBIX
UCTOYHUKOB. Jlaxke Te (pailybl, KOTOpbIE MpUcan TBOM 3HAKOMBIH. Jlydiie yrouHu
y HEro, OTIPABJISUI JIU OH TeOe uX.



CETH WI-FI

Wi-Fi - 510 He BU Iepeaun JaHHBIX, HE TEXHOJIOTHS, a BCEro JuIb Open, Mapka. Eie B
1991 rony Humepnanackas kommnaHusi 3apeructpupoBana Openn "WECA", uto 00603Hauano
cinoocodetanue "Wireless Fidelity", koTopslii mepeBoAUTCS Kak "0eCcrpoBOIHAsI TOYHOCTH .

Jlo Hamero BpeMeHHM Jonuia jpyrasg abOpeBuarypa, KOTOpas SBISETCS TaKOH ke
TexHoyioruei. 1o abopeBuarypa "Wi-Fi". Takoe Ha3BaHue ObUIO TaHO ¢ HAMEKOM Ha CTaHIApT
BhIcHIeH 3ByKOoBoW TexHUKHU Hi-Fi, uTo B mepeBoe o3Ha4yaeT "BbICOKasi TOYHOCTH'.

Jla, OecrutaTHBIM HMHTEPHET-IOCTYN B Kade, OTENsX M a’dporoprax SBISETCS OTIUYHOU
BO3MOXXHOCTBIO BBIX0JIa B MHTEPHET. HO MHOTHE 3KCIIEPThl CYUTAIOT, YTO OOIIEeI0CTYIHbIC Wi-
Fi ceru He saBnsAroTCs O€30II1aCHBIMU.

COBETHI 1O BE3OITACHOCTHU PAEOTEI B
OBUIEJOCTYHHBIX CETAX WI-FI:

1. He nepenasaii cBoro nuuHyto nHpopmanuio uepes3 odmenocrynusie Wi-Fi cetu. Pabotas
B HUX, KeJIATEJIbHO HE BBOJIUTH MAPOJIH JOCTYIIA, JJOTHHBI U KAKHE-TO HOMEpPa;

2. Ucnonp3yih 1 OOHOBIIANM aHTUBUPYCHBIE NMpOrpaMMbl U OpaHamayep. Tem caMbiM TbI
o0e3onacutib ceds 0T 3aKaYKU BUpPYyca Ha TBOE YCTPONUCTBO;

3. Ilpu wucnons3oBanuu Wi-Fi ortkmoun Qynkmuio "OOmuit goctyn k ¢aimam u

npuntepam". JlanHas (yHKUIUS 3aKpbiTa MO YMOJIYAHHIO, OIHAKO HEKOTOPBIE IOJIB30BATEIN
AKTUBUPYIOT €€ JUIsl y100CTBa MCIIOJIb30BaHMs B paboTe min yueoe;

4. He ucnons3yit nyOmumunbii WI-FI nist mepenaum JW4HBIX JaHHBIX, Hampumep AJs
BBIX0/Ia B COL[UAJIbHBIE CETH UJIU B JJIEKTPOHHYIO I1OYTY;

5. Wcnonw3yil Tonbko 3amuuieHHoe coeauHenue yepe3 HTTPS, a we HTTP, T.e. npu
Habope BeO-aapeca BBoAU UMeHHO "https:/";

6. B MmoOunbHOM Tenedone otkmoun ¢pynkuuto "llonkmoyenne k Wi-Fi aBromaruueckn".
He nomyckaii aBToMaTu4eckoro moaK/I0oueHus ycrporcrsa k cetsim Wi-Fi 6e3 TBoero cornacusi.

COIIMAJBHBIE CETH

ConnanbHbIe CETH aKTUBHO BXOJST B HAIy KM3Hb, MHOTHE JIIOJIA PAOOTAIOT U KUBYT TaM
noctosiHHO, a B Facebook yke 3apeructpupoBaH MILULIHAp] YETIOBEK, UTO SIBISETCS OIHOM
CebMOM BCEX JKUTENEH TUTaHeThl. MHOTMEe TOJIb30BaTeIM HE MOHUMAIOT, YTO WHMOpMAaIus,
pa3MeIeHHass UMU B COIMANIbHBIX CETSIX, MOXKET ObITh HaliJleHa U MCIOJIh30BaHa KEM yroJIHO, B
TOM YHCIIe He 00s13aTebHO ¢ OJIaruMu HAMEPEHHSIMHU.



OCHOBHBIE COBETEI 1O BE3OHACHOCTH B COIIMAJIBHBIX
CETHAX:

1. Orpanuup crnucok Jnpy3ed. Y TeOs B Jpy3bsiX HE JOJDKHO OBITh CIIy4allHBIX |
HE3HAKOMBIX JIFOJICH;

2. 3anuiail cBOO 4acTHYIO JKM3Hb. He ykasbiBail mapoinu, TenedoHsl, aapeca, aTy TBOEro
POXJIEHUS U JPYTYK JUYHYIO HMHGOpMalM0. 3JI0yMBIIUIEHHUKH MOTYT HCIOJIb30BaTh JaXke
UH(POPMALIHIO O TOM, KaK Thl M TBOM POJUTENH IJTAHUPYETE IPOBECTU KAaHUKYJIBL;

3. 3ammimaii CBOI permyTalnio - JICPXKHU €€ B YUCTOTE M 3a7aBaii ce0e BOIPOC: XOTeN ObI ThI,
yTOOBI JPYrue MOJB30BaTENId BUJEIH, YTO Thl 3arpyxkaemb? [logymaid, mpexie 4eM YTO-TO
OmnyOJIMKOBATh, HAITUCATh U 3arPy3UTh;

4. Ecny Tl TOBOPHILB C JIFOABMH, KOTOPBIX HE 3HACIb, HE UCIOJIB3YH CBOE PEAIbHOE UMS U
JPYTYIO TUYHYIO HH()OPMAIMH: UMSI, MECTO JKUTEIILCTBA, MECTO Y4eObI U Ipoyee

5. U36eraii pasmemnienus pororpaduii B UHTepHETE, T1€ T H300pa)KeH HAa MECTHOCTH, 110
KOTOPOW MOYKHO OIPEICIUTh TBOS MECTOIOJIOKCHHUE;

6. Ilpu perucTpaivu B CONUAIBLHONH CETH HEOOXOIMMO HCIIOJIb30BATh CIIOXKHBIC MapOJIH,
cocrosmme u3 OyKB ¥ (P U C KOJIUIECTBOM 3HAKOB HE MEHEe §;

7. JIist cONMANbHON CETH, MOYTHl M JPYTHUX CAHTOB HEOOXOAMMO HCIOJH30BATh Pa3HBIC
naposu. Torma eciau TeOs B3JIIOMAIOT, TO 3JIOYMBIIUICHHUKH TIOJIy4YaT JOCTYI TOJIBKO K OJTHOMY
MECTy, a He BO BCe cpasy.

JJEKTPOHHBIE JIEHbI'M

ONEeKTPOHHBbIE JEHbIM - 3TO OYEHb YIOOHBIA CHOCOO IUIaTeXei, OJHAKO CYIIECTBYIOT
MOILIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TU JECHBIU.

OJNEKTPOHHBIE NI€HBI'M IOSBUIUCh COBCEM HEJAaBHO M HMMEHHO M3-3a 3TOT0 BO MHOIMX
rocy/apcTBax /10 CUX IOP HE IPOMUCAHO PO HUX B 3aKOHAX.

B Poccun e oHU (QYHKIIMOHUPYIOT U O HUX YK€ MPOMHUCAHO B 3aKOHE, IIe UX Pa3JelsioT
Ha HECKOJIKO BUJIOB - aHOHUMHBIE U HE aHOHHMMHBIE. Pa3HuIIa B TOM, YTO aHOHMMHBIE - 3TO T€, B
KOTOPBIX pa3pelaercss MpOBOAUTH oOmnepauud 0e3 WASHTH(PHUKAIMK I0Jb30BaTelNs, a B
HEaHOHHWMHBIX UACHTU(UKALINS TT0JIH30BATENS SBISIETCS 00s13aTEIIbHOM.

Taxoke crnemyeT pas3inyarh >JEKTPOHHbIE (DUAaTHBIE JI€HBIU (PaBHBI TOCYAAPCTBEHHBIM
BaJIIOTaM) U AJIEKTPOHHbIE HE(PHUATHBIE IEHBI'M (HE paBHbI TOCYJapCTBEHHBIM BaJIIOTaM).

OcHOBHBIE COBETHI IO 6€30MaCHOI paboTe ¢ NEKTPOHHBIMH JIEHbIaMHU:

1. IlpuBspku K cuery MOOWJIBHBIM TenedoH. DTo camblil yAOOHBIH M OBICTPBINA Croco0
BOCCTAHOBUTh JOCTYN K cuery. [lpuBsizaHHbIii TenedoH mNOMOXET, eciu 3alynems CBOM
MJIATEKHBIN MMApOJIb WM 3aiIeIIb HA CAUT C HE3HAKOMOTO YCTPOMCTBA;

2. Ucnons3yit onHopa3oBsle nmaponu. Ilocie nepexoa Ha yCUJICHHYIO aBTOpH3alUio Tede
yke He Oy/IeT yrpoKaTh OMaCHOCTb KPa)XH MJIU TiepexBaTa MIaTeKHOT0 MapoJis;

3. Boibepu crnoxxHblii maposnb. [IpectynHukaM OyneT HE MPOCTO yrajaTh CIOXKHBIN Mapoib.
Hanexxnble maponu - 3T0 maposiv, KOTOpbIe coiepKaT He MEHee 8§ 3HAKOB U BKIIIOYAIOT B ce0s
CTPOYHBIE U TPOMHUCHBIE OYKBBI, HUGPHI U HECKOJIBKO CHMBOJIOB, TaKM€ KakK 3HaK JoJiapa,
¢byHTa, BOCKIHIATENbHBIN 3HaK ¥ T.11. Hampumep, $tROng!;;

4. He BBOAM CBOM JINUHBIE JAHHBIE HA CaliTaX, KOTOPBIM HE JOBEPSEILb.



DIEKTPOHHAS IIOUTA

DJNIEKTPOHHAsl TIOYTa - 3TO TEXHOJIOTHSI U MPEAOCTABISIEMbIE €10 YCIYTd MO MEPEChUIKE U
MOJIYUYEHHUIO JJIEKTPOHHBIX COOOILIECHHUM, KOTOpBIE paclpeiesaioTcs B KOMIBIOTEPHOH CeTu.
OO6b1uHO 3IEKTPOHHBIN MOYTOBBIN SIIAK BBITJISIIAT CJIeIYIOLIUM oOpa3zom:
UMs_TIOJIb30BaTeNA(@UMs_JToMeHa. Takke KpoMme TmepeJayd MpPOCTOro TEKCTa, HMEeeTCs
BO3MOXKHOCTbH TIepeaBaTh (paiiiibl.

OCHOBHBIE COBETHI 110 6€30TaCHOM padOTe ¢ ANEKTPOHHOU MOYTOM:

1. Hamo BBIOpaTh NMpaBHIBHBIA MOYTOBBIA CepBUC. B MHTEpHETE €CTh OrpOMHBIN BBIOOP
OecIIaTHBIX MOYTOBBIX CEPBHCOB, OJJHAKO JIyUllle TOBEPATHh TE€M, KOTO 3HACIlb U KTO MEPBBINA B
pEUTHHrE;

2. He yka3piBaii B JNMYHOW modTe JUYHYHO HHbopmanuio. Hampumep, mydiie BbIOpaTh
"My3bIKanbHbIN _(aHaT@" umn "pox2013" Bmecto "Temal3";

3. Ucnonp3yil ABYXATAlHYK0 aBTOPU3ALMIO. JTO KOTJa MOMUMO Mapojsl HYKHO BBOJUTH
KO/, IpUChLIaeMbIil 1o SMS;

4. BpiOepu CIOXHBIM Tapoiib. [[Is KakIOro IMOYTOBOTO SIIUKA JODKEH OBITH CBOM
HaJCKHBINM, YCTOWYUBBIN K B3JIOMY I1apOJIb;

5. Ecin ectb BO3MOKHOCTh HamucaThb CaMOMYy CBOM JIMYHBIM BOIPOC, MCHOJB3YWH 3TY
BO3MOKHOCTb;

6. Hcnonb3yli HECKOJNBKO IOYTOBBIX SAIMKOB. llepBhlii a1 4acTHOM NEPENUCKUA C
aZpecatamMu, KOTOPBIM ThlI JIOBEpsCIb. DTO SJEKTPOHHBIM aJpec HE HAJI0 HCIOJIb30BaTh IMPHU
peructpanuu Ha popymax U caTax;

7. He oTkpbIBaii (ailiibl U qpyrue BIOKECHUS B MMUChMAaX, JIa)XKe €CIIM OHU MPHIIIIA OT TBOUX
npy3ei. Jlydie yrouHu y HUX, OTIPABIISUIHA JIU OHU TeOe 3T (aiiisi;

8. Ilocne okoHYaHMsI paOOTHI HA MMOYTOBOM CEPBHUCE TEpe]] 3aKPHITHUEM BKIIAJIKUA C CATOM
He 3a0y/b HakaTh Ha "BoriiT".

KHMBEPBYJLIMHI MJIM BUPTYAJIbHOE U3JIEBATEJLCTBO

KubepOynnuur - mpeciieloBaHie COOOIIEHUSIMH, COJIEPKAIUMH OCKOPOJICHUS, arpecCuio,
3alyruBaHue; XYJIUTaHCTBO; COLMAIbHOE OOMKOTHPOBAHUE C MOMOIIBIO PA3JIMYHBIX MHTEPHET-
CEpPBHCOB.

OcHOBHBIE COBETHI IO 60pHOE ¢ KUOEPOYIITUHIOM:

1. He Opocaiics B 60#. Jlyumuit crioco0: mMOCOBETOBATHCS Kak ce0si BECTH U, €CJIM HET TOTO,
K KOMY MOXHO OOpaTuUThCs, TO BHayajle YCHOKOUTbCS. Ecnu Tbl HayHelIb OTBEYaTh
OCKOpOJIEHUSIMU Ha OCKOPOJIEHMSI, TO TOJIBKO €11le OO0JIbIIE pa30XKellb KOH(IINKT;

2. Yrpasinsii cBoel Kubeppenyraruei;

3. AHoHuUMHOCTh B cetd MHHMMas. CylIeCTBYIOT CIOCOOBI BBIICHUTb, KTO CTOWUT 3a
AQHOHUMHBIM aKKayHTOM;

4. He cTout BecTH XyJWUTaHCKUIl 00pa3 BUPTyajbHOM ku3HU. VHTEepHET (ukcupyer Bce
TBOM JICMCTBUS M COXPAHSET UX. Y AATUTh UX OyAeT KpaiiHe 3aTpyIHUTEIbHO;

5. Colmtoiaii CBOIO BUPTYIBHYIO Y€CTh CMOJIONY;

6. Urnopupyii equHuyHblii HeratuB. OHOpPa30BbIE OCKOPOMTEIBHBIE COOOIIEHUS JIyyllle
UTHOpUpPOBaTh. OOBIYHO arpeccus MpeKpalaeTcs Ha Ha4yaaIbHOU CTaIuH;

7. ban arpeccopa. B mporpamMmMax oOMeHa MTHOBEHHBIMH COOOIIEHUSMH, B COIMATBHBIX
CeTSAX €CTh BO3MOXHOCTh OJIOKUPOBKU OTIPABKU COOOILICHU C ONPEICIEHHBIX aJPECOB;

8. Ecmm Tb1 cBuzmerens kuOepOymnunra. TBou AeMcTBHUS: BBICTYNUTh IPOTHB
IIpeciaeioBaTeNs, MoKa3aTb €My, YTO €ro ACHCTBHsI OLEHUBAIOTCA HETaTUBHO, MOIIEPKATh
KEPTBY, KOTOPOM HYXKHA IICUXOJOrHMYecKas IIOMOIlb, COOOLIUTH B3pOCIbIM O (akre
arpecCUBHOIO IOBEJEHUS B CETH.



MOBWJIbHbBIA TEJE®OH

CoBpeMeHHbIE CMapT(HOHBI M TUIAHIIETHI COIEPKaT B ceOe BIOIHE B3POCIBINA (PYHKIIMOHA,
U Tenepb OHM MOTYT KOHKYpHUPOBAaTh CO CTallMOHAPHBIMHU KoMIbioTepaMu. OJHAKO, CPEACTB
3alUTHI U1 TOJOOHBIX YCTPOMCTB MOKA OY€Hb Majio. TecTHpOBaHUE M MOUCK YS3BHUMOCTEH B
HUX IPOUCXOTUT HE Tak MHTeHCUBHO, Kak 1y IIK, To ke camoe kacaercs W MOOMIBHBIX
IIPUIIOKEHUN.

CoBpemeHHbIE MOOUIIBHBIE Opay3epbl YK€ MPaKTHUYECKU JIOTHAJIM HACTOJbHBIE aHAJIOTH,
OJIHAKO pacimupeHue (yHKIMOHAIa BIeYeT 3a €000 OONBIIYI0 CIIOKHOCTh W MEHBIIYIO
3alUIIEHHOCTb.

Jlanexko He BCe MPOU3BOAMTENM BBITYCKAIOT OOHOBIICHUS, 3aKPBIBAIOIINE KPUTHUECKHUE
YSI3BUMOCTH JIJIsl CBOUX YCTPOMCTB.

OcHoBHBIE COBETHI U151 0€301acHOCTH MOOUIBHOTO TenedoHa:

Hudyero ne sBnsercs mo-HacrosimeMmy OecruiaTHbIM. Bynb ocTopokeH, Benb Korjga tede
npeiaraloT 0eCIuIaTHhIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKHE-TO TUIATHBIE YCIIYTH;

Hymaii, mpexxae uem otnpaButh SMS, $hoTo mnu Bumeo. Thl TOUHO 3HACIIb, T/I€ OHU OYIyT
B KOHEYHOM UTOTrE?

Heo0xo1umMo 0OHOBISATH ONEPAIMOHHYIO CUCTEMY TBOETO cMapT(hoHa;

Hcnonp3yit aHTUBUPYCHBIE IIPOTPAMMBI 71 MOOMIIBHBIX TeIe()OHOB;

He 3arpyxail nmpuiokeHuss OT HEU3BECTHOTO HCTOYHHMKA, BEIb OHH MOTYT COJAEpXKAaTb
BPEIOHOCHOE MPOrPaMMHOE 00eCIIeUeHHE;

[Tocne Toro kak Thl BBIHZCHIL C caldTa, i€ BBOJAWI JIMYHYIO HHGOpPMAIUIO, 3aiiid B
HACTpOIKM Opay3epa u ynanu cookies;

[Tepuoanuecku MpoBepsii, KaKKUe IUIATHBIE YCIYTH aKTUBUPOBAHBI HA TBOEM HOMEPE;

JaBaii cBOif HOMEp MOOWJIBHOTO Tele()OHA TOJIBKO JIFOASM, KOTOPBIX ThI 3HACUIb U KOMY
JOBEpsICIIb;

Bluetooth momkeH ObITH BBIKIIOUEH, KOTAA THI UM He Tojb3yembes. He 3a0biBaii mHOTIA
POBEPSTH 3TO.

ONLINE UI'PBI

CoBpeMeHHbIE  OHJAMH-UTPBl - O3TO KpPAacOYHbIE, 3aXBaThIBAIOIIME pa3BJICUEHUS,
00BEIMHSIONINE COTHU THICSY YEJIOBEK MO BCeMy MHUpY. MIpoKku MCCIeayroT AaHHBIA UM MUp,
00LIatOTCS APYT C JIPYrOM, BBIMOJHSIOT 3aJaHUsl, CPaskatoTCs ¢ MOHCTPaMH M IOJIY4atOT OIIBIT.
3a yJOBOJILCTBHE OHHU IUIATAT: MOKYMAIOT JUCK, OIJIAYMBAIOT a0OHEMEHT WM MpPUOOpeTaroT
KAaKHe-TO OILHNH.

Bece atm cpeactBa uAyT Ha TNOJACpKAHME W pa3BUTHE WIPBI, a TaKXKE Ha camy
0€30MacCHOCTh: COBEPILIEHCTBYIOTCS CHCTEMbl AaBTOPHU3Al[MHM, BBIMYCKAIOTCSI HOBBIE IAaTYU
(unpoBbIe 3aIIATKU AJIST IPOTPAMM ), 3aKPBIBAIOTCS YA3BUMOCTH CEPBEPOB.

B nmomo0HBIX Mrpax CTOMT oOIacaTbCsli HE CTOJBKO CBOMX COINEPHHKOB, CKOJBKO KpPaKU
TBOETO MapoJisi, HA KOTOPOM OCHOBaHa CUCTEMa aBTOPHU3alMK OOJIBLIIMHCTBA UTP.

OCHOBHBIE COBETHI 110 OE€30IACHOCTH TBOETO UTPOBOT'0 aKKAYyHTA:

1. Ecin ipyroit urpok Bezet cedst II0X0 WM CO3/1aeT Tede HeNPUATHOCTH, 3a0JI0KUpPYi ero
B CIIUCKE UTPOKOB;

2. Iloxanylica aAMUHHMCTpAaTOpaM HUIpbl Ha IJIOXOE MOBEACHHUE ITOIO UIPOKA, JKEIATEIBHO
MIPUJIOKUTH KAKUE-TO JTIOKA3aTeNIbCTBA B BUJE CKPUHOB;

3. He yka3piBaii TH4uHY0 HHPOPMALIUIO B podaiise urpsl;

4. YBaxail Ipyrux y4acTHHKOB IO UIDE;

5. He ycranaBnuBaii HeopUIMaIbHbBIE TATYNA U MOJIBI;

6. Mcrionb3yil CIOXKHBIE M pa3HbIE MTApOJIH;

7. Jaxe BO Bpems WIpbl HE CTOMT OTKJIIOYaTh aHTUBHpYC. [loka Thl urpaenib, TBOM
KOMITBIOTEP MOTYT 3apa3uTh.




OUIHAHI WM KPAXKA JUYHBIX JJAHHBIX

OOBIYHOM Kpaxel IeHer W IOKYMEHTOB CETOHS YK€ HUKOTO HE YIUBUIIb, HO C Pa3BUTHEM
MHTEPHET-TEXHOJIOTUN 3JIOYMBIIIJICHHUKH TEPEeMECTUINCh B HHTEPHET, U MPOJOIIKAIOT
3aHUMATHCS "MIOOUMBIM" IETTOM.

Tak mosiBUIach HOBasi yrpo3a: MHTEPHET-MOUICHHMYECTBA WJIM (DUIIUHT, TJIaBHAs LEIb
KOTOPOTO COCTOUT B TIONYyYEHUU KOHQPHUICHIMATHHBIX JIaHHBIX TOJH30BaTENICl - JIOTHHOB WU
naposyieii. Ha anrnuiickom si3bike phishing unraercs kak ¢umunr (ot fishing - peiOHas 0B,
password - mapoJis).

OCHOBHBIE COBETHI 110 OOPHOE C PUITMHTOM:

1. Cnenu 3a cBoMM akkayHTOM. Eciii ThI mOA0O3peBaeb, 4TO TBOSI aHKETa ObLIa B3JIOMaHa,
TO HEOOXOAMMO 3a0JI0KHPOBATh €€ U COOOLIUTh aIMUHUCTPATOpPaM pecypca 00 3TOM Kak MOKHO
CKOpEe;

2. Wcnonp3yil GezonacHble BeO-CaliThl, B TOM UHKCJE, HHTEPHET-Mara3uHoOB M MOUCKOBBIX
CHUCTEM;

3. Wcnonp3yil cl0XKHBIE U pa3Hble Mapoiu. Takum oOpa3om, ecid TeOs B3JIOMAIOT, TO
37I0YMBIIIJICHHUKH MTOTyYaT AOCTYI TOJIBKO K OJJHOMY TBOEMY NMPO(UIIO B CETH, @ HE KO BCEM;

4. Ecnu Te0st B3IOMalld, TO HEOOXOAMMO MPEAYNPEIUTh BCEX CBOMX 3HAKOMBIX, KOTOPbHIE
n00aBJIeHBI Y TEOSI B IPY3bsiX, O TOM, UYTO TeOS B3JIOMAIU U, BO3MOXKHO, OT TBOETO UMEHHU OyIeT
pacchuIaThCs CIlaM M CChUIKU Ha (PUITUHTOBBIE CAlTHI;

5. Ycranosu HanexHbli naposb (PIN) Ha MOOMIBHBIN TenedoH;

6. OTKIII0YM cOXpaHEHHE MapoJsi B Opaysepe;

7. He oTkpbIBaii (ailyibl U Jpyrye BIOKECHUS B MMUChMaX, JIaXKe €CIIM OHU MPUIILIA OT TBOUX
npy3ei. Jlydie yrouHu y HUX, OTIPABIISUIH JIU OHU TeOe 3TH (haiibl.

LHIM®POBASA PENYTALIMUS

Hudposas pernyramusi - 3TO HETaTUBHAs WM MO3UTHBHAS WMHQOpMAaNus B CETH O TeOe.
Komnpomerupyromas uHpopmanus, pasMelleHHas B MUHTEPHETE, MOKET Cephe3HbIM 00pa3oM
OTpa3uThCs Ha TBoeW peasibHON ku3HU. "lludposas penyranus" - 3To TBOW MMMJIK, KOTOPBIN
dopmupyetcst U3 HH(pOpMaIMK O Tebe B MHTEPHETE.

TBOE MecTO KUTENbCTBA, yueObl, TBOE (PMHAHCOBOE IOJI0KEHUE, OCOOCHHOCTH XapaKkTepa U
pacckasbl 0 OJM3KUX - BCE 3TO HAKAIJIMBACTCS B CETH.

MHorve noapoCTKH JETKOMBICIEHHO OTHOCSTCS K MYyOJMKAalMK JIMYHOM HMHpopmanuu B
WuTepHeTe, HE MOHMMAasi BO3MOKHBIX MOCIEACTBUI. ThI ake HE CMOXKEIIb JOTafaThcs O TOM,
yT0 (poTorpadus, pazmerieHHas 5 JeT Ha3a/l, cTajla IPUYUHON 0TKa3a MPUHATH TeOsl Ha padoTy.

KommeHnTapuu, pazmenienue TBoux ¢ororpaduit 1 apyrue IeHCTBHS MOTYT HE MCUYE3HYTh
JIaKe 1ocCJIe TOr0, KaK Thl UX yJalUIIb. Thl HE 3Haellb, KTO COXpaHWJI 3Ty HH(OpMallKIo, Ionana
JM OHAa B IOMCKOBBIE CHCTEMBbl M COXPaHWJIACh JHM OHA, a TJaBHOE: YTO MOAYMalT o Tebe
OKpY’KaloIlMe JII0JIM, KOTOpble HalAyT M yBUAAT 3T0. HailTu MHpoOpMaIo MHOTO JET CIyCTs
CMOXeT JI000# - Kak U3 JOOpbIX MOOYXKIEHUH, TaKk U C HaMepeHHeM MPUYUHHUTH Bpeld. DTO
MOET OBITh KTO YT'OJTHO.

OCHOBHBIE COBETHI IO 3alIUTE LIUPPOBON penyTaIiu:

1. Ilogymaii, mpexzae 4eM 4TO-TO MyOJIMKOBAaTH M IepenaBaTh y cebs B Oinore wiu B
COIIMATLHOM CETH,

2. B nactpoiikax nmpo¢uis yCTaHOBH OTPaHUYEHHUs HA MPOCMOTP TBOETO MPO(UISL U €ro
COJIEPKUMOTO, C/IeJIald €ro TOJNBKO "I Apy3en';

3. He pa3memaii u He yka3biBail HHPOPMALIUIO, KOTOPAsi MOXKET KOr0-JI100 OCKOPOIATh WK
00MXaThb.



ABTOPCKOE ITPABO

CoBpeMeHHBIE IIKOJIBHUKU - aKTHBHBIE MOJIb30BaTeNU MU(PPOBOro npocrpanctsa. OnHako
JTAJIEKO HE BCE 3HAIOT, YTO MOJB30BaHWE MHOTMMHU BO3MOXXHOCTSMHU LU(GPOBOro Mupa Tpedyer
COOITIOJICHHS TTPAB HA MHTEIJICKTYAIBbHYIO COOCTBEHHOCTD.

TepmuH "WHTEIUIEKTyallbHasi COOCTBEHHOCTBH" OTHOCHTCS K pa3JIMYHBIM TBOPEHHUSAM
4eJI0BEYECKOr0 yMa, HauMHasi C HOBBIX M300pETeHUH 1 3HAKOB, 0003HAYAIONINX COOCTBEHHOCTh
HAa TMPOJIYKTHl M YCIAyrd, U 3aKaHyuBas KHUramu, Qororpagusmu, KUHOUIBMAMHU U
MY3bIKaJIbHBIMU TTPOU3BEICHUSMH.

ABTOpCKHE TpaBa - 3TO IpaBa Ha MHTEIUIEKTYaJbHYI0 COOCTBEHHOCTh Ha IPOU3BE/ICHUS
HayKH, JIMTEPATypbl U UCKycCTBA. ABTOPCKHUE IIpaBa BBICTYNAIOT B KaU€CTBE FapaHTUU TOTO, UYTO
MHTEJJICKTYaJIbHBIM/TBOPUECKUN TPYA aBTOpa He OyaeT HampacHBIM, JAacT €My CIIpaBeIUBbIC
BO3MOXKHOCTH 3apaboTaTh Ha pe3ysibTaTax CBOETO TPYy/a, MOJYyYHTh W3BECTHOCTh U MPU3HAHHE.
Huxkro 6e3 paspelienus aBTopa He MOXKET BOCIIPOU3BOIUTH €TI0 MPOU3BEICHUE, PACTIPOCTPAHSTH,
nyOJIMYHO JI€MOHCTPUPOBATh, MPOAABaTh, HMMIOPTUPOBATh, IYCKaTh B IpOKaT, MyOIMYHO
UCIIOJTHSATH, MIOKA3bIBATH/UCIIONHATh B 3GUpe WU pa3zMenaTh B IHTepHeTe.

Hcnons3oBanue "mupaTckoro” mporpaMMHOTO 00€CIeueHUs] MOXKET MPUBECTH K MHOTHUM
pUCKaM: OT TMOTEpHU JAHHBIX K TBOMM aKKayHTaM J0 OJIOKHPOBKH TBOETO YCTPOMCTBA, TIe
yCTaHOBJIEHA HellerajibHas nporpamma. He crout Taxxke 3a0bIBaTh, YTO CYIIECTBYIOT JIETAJIbHBIC
u OecIIaTHbIE MPOTPaMMbl, KOTOPbIE MOKHO HAWTH B CETH.

O NIOPTAJIE

CereBuuok.pp - TBOW THaBHBIM COBETYMK B CETH. 3J€Chb Thl MOXEIIb Y3HATH O
0€30MacHOCTH B CETU MOHSITHBIM U JOCTYIHBIM SI3BIKOM, & TIPU BO3HUKHOBEHUM KPUTHUYECKOU
CUTyalluu OoOpaTHThCA 32 COBETOM. A TakKe MPHUHATh y4acTHe B KOHKYPCAX M CTaThb CaMbIM
U(POBBIM TPaKTaHUHOM !




